Cabinet
Monday, 9 November 2020

Dear Councillor
You are advised that the attached documents form part of the main agenda papers for this
meeting.
Please ensure you bring them with you to the meeting.
Yours faithfully

S Walsh
Service Manager (Communities)

List of documents attached

8. Communications Strategy

Civic Centre, Windmill Street, Gravesend Kent DA12 1AU

(Pages 3 - 54)

This page is intentionally left blank

Page 3

Classification:

Part 1 – Public

Key Decision:

No

Agenda Item 8

Gravesham Borough Council
Report to:

Cabinet

Date:

9 November, 2020

Reporting officer:

Communications Manager

Subject:

Communications Strategy

Purpose and summary of report:
To present to members for the purposes of discussion the draft Communications Strategy
and its associated appendices:
1. Draft Social Media Policy
2. Draft Crisis Communications Policy
Recommendations:
1. Members agree to the adoption of the Communications Strategy and related appendices.

1. Background
1.1

Communications and engagement is at the heart of all the council does. It is vital that
the council engages with residents, businesses, partners and stakeholders and
effectively communicates its key messages and how it is delivering against the
objectives set in the Corporate Plan, which includes under 3: Progress, the
requirement to build a strong and trusted brand.

1.2

The council does not currently have a Communications Strategy, the purpose of
which is to provide structure and focus to the council’s approach to communicating
and engaging with its audiences and stakeholders.

1.3

The Communications Manager committed to drafting a Communications Strategy on
his appointment in August 2019.

1.4

A key finding of the LGA Peer Challenge 2019 was the need for the council to
communicate its successes more effectively by developing a corporate approach to
communications.

1.5

Action 26 of the council’s LGA Peer Challenge Action Plan requires the
Communications Manager to develop a Communications Strategy, which includes
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internal communications, to ensure the council celebrates its success and publicises
its achievements.
1.6

The council’s Annual Governance Statement 2019-20 identifies four actions to
enhance the council’s governance environment, with a deadline for delivery of the
actions of March 2021.

1.7

Action two as outlined in the Annual Governance Statement 2019-20 is the
development of a Communications Strategy that establishes the activities and
principles with which to enable:


Active promotion of Gravesham as a place and the authority’s corporate
vision for the Borough;



Communication of the information customers need to access services;



The community to help shape future service policy and provision; and



An open and transparent culture at all levels of the organisation.

2. The Communications Strategy
2.1

The aim of the Communications Strategy is to ensure the work of the council to
deliver a Gravesham to be proud of is communicated clearly and concisely to
residents, businesses, stakeholders, councillors and officers and that all
communications support the Corporate Plan 2019-2023 objective of building a strong
and trusted brand.

2.2

By following the strategy, all proactive council communications to external audiences
will be linked to one or more the Corporate Plan 2019-2023’s three core objectives of
People, Place and Progress.

2.3

The strategy identifies the council’s varied audiences, how it communicates with and
listens to those audiences, and who communicates.

2.4

The strategy includes as appendices new Social Media and Crisis Communications
policies as outlined below.

3. Social Media Policy
3.1

The council’s current Social Media Policy was adopted in 2015. Having reviewed it as
part of the drafting of the Communications Strategy, the Communications Manager is
of the opinion that the existing policy should be withdrawn and a new version
adopted.

3.2

The Social Media Policy set out as appendix two to this report sets out the council’s
policy on the use of social media platforms for disseminating information and
listening to the view of our various audiences. This includes who can post to council
accounts, dealing with feedback from external audiences, adopting new platforms,
and personal use of social media.

3.3

Section 9 of the policy sets out how the council may use social media when
conducting investigations into alleged offences or in the discharge of other duties
performed by the council and has been drafted in conjunction with the Legal Services
team.
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4. Crisis Communications Strategy
4.1

Gravesham Borough Council does not have a current Crisis Communications
Strategy. Such a strategy has an important role to play in providing structure and
direction to the authority’s communications response to developing incidents within
the Borough or within the authority itself.

4.2

By their nature, Crisis Communications strategies cannot provide ‘by-the-numbers’
guidance as they are designed to help organisations respond to unexpected, fastdeveloping and urgent incidents.

4.3

The draft Crisis Communications Strategy as attached as appendix three is designed
to provide a guide to how to structure the response to such incidents for the
Communications Manager or their alternate, Directors, Senior and Wider
Management and Members.
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IMPLICATIONS
Legal

Finance and
Value for Money

APPENDIX ONE
The Communications Strategy aligns all council communications with publishing
law and standards. The Social Media appendix to the strategy ensures legal
procedure and best practice is followed where social media channels are used to
conduct investigations.
There are no significant costs associated with the council’s Communications
Strategy. The strategy provides a framework from which future council
communication activities should be based and which therefore should be
accounted for as part of on-going financial planning processes.
Adoption of the Communications Strategy is likely to result in some direct
communication-based activities and publication costs as the council’s key
messages are communicated to various stakeholders.

Risk
Assessment

It is important that the council formally communicates its key objectives, policy
commitments and performance over the coming years, in order to clearly
demonstrate how successfully the work undertaken meets the needs and
aspirations of local residents and businesses. Open and transparent
engagement with our audiences is key to attaining the council’s objective of
creating a Gravesham to be proud of, a key objective of the Corporate Plan.
The Communications Strategy outlines a clear strategic platform from which the
council can effectively communicate and engage with residents, businesses and
stakeholders.

Data Protection
Impact
Assessment

Failure to put in place an effective Communications Strategy could result in the
risk of a lack of transparency and accountability.
A data protection impact assessment (DPIA) should be carried out at the start of
any major project involving the use of personal data or if you are making a
significant change to an existing process.
a. Does the project/change being recommended through this paper involve the
processing of personal data or special category data or criminal offence
data?
A definition of each type of data can be found on the Information
Commissioner’s Office website via the above links. No
b. If yes to question a, have you completed and attached a DPIA including Data
Protection Officer advice?
N/A
c. If no to question b, please seek advice from your nominated DPIA assessor
or the Information Governance Team at gdpr@medway.gov.uk.
N/A
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IMPLICATIONS
Equality Impact
Assessment

APPENDIX ONE
Screening for Equality Impacts
Question

Answer

Explanation

a. Does the decision being made or recommended through this paper have
potential to cause adverse impact or discriminate against different groups in
the community?
No
b. Does the decision being made or recommended through this paper make a
positive contribution to promoting equality?
Yes. The Communications Strategy states that council communications will
recognise the diverse nature of the Borough’s communities and will promote
and support a culture of inclusion and cohesion.
In submitting this report, the Chief Officer doing so is confirming that they have
given due regard to the equality impacts of the decision being considered, as
noted in the table above
Corporate Plan

The council’s Corporate Plan sets the strategic ambition and corporate
objectives for the authority over the 2019-23 period. The Communications
Strategy states that all proactive council communications will be linked to one or
more of the three core principles of the Corporate Plan: People, Place and
Progress

Climate Change

There are no implications arising from this report.
The Communications Strategy provides the framework to follow in engaging our
various audiences with our strategies to achieve carbon neutral status and
communicating our successes on the road to achieving that status.

Crime and
Disorder
Digital and
website
implications

Safeguarding
children and
vulnerable
adults

n/a
The Communications Strategy states the council will continually review and
evolve its digital offering, taking note of relevant technological developments and
employing them where appropriate.
The council will develop new platforms, such as the bespoke council news
website news.gravesham.gov.uk, to enable it to keep residents and businesses
both fully informed of council activities and policies, able to respond easily to
consultations and carry out transactions with the council.
n/a
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INTRODUCTION

INTRODUCTION
Gravesham Borough Council is committed to delivering a Gravesham to be
proud of for residents, businesses and visitors and building a strong and
trusted brand.
The effectiveness of how we deliver our vision is determined to a significant
extent by the quality of our communications and engagement.
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This strategy outlines the approach we will take to ensure our communications
and engagement activity is the best possible and helps to achieve our vision.
Effective communications is the responsibility of all councillors and officers
across the council and this strategy has their support.
Communications and engagement sits at the heart of all the council does. It is
vital the we engage with our residents, businesses, partners and stakeholders,
especially in challenging times and periods of national political uncertainty
that often reflect (unfairly) on local politicians and authorities.

04

Communications Strategy 2020-23

Delivering a Gravesham to be proud of

AIMS

SUPPORTING THE
CORPORATE PLAN

The Communications Strategy will ensure the work of
the council to deliver a Gravesham to be proud of is
communicated clearly and concisely to our residents,
businesses, stakeholders, councillors and officers.

The council’s Corporate Plan 2019-2023 has the over-arching aim of
‘Delivering a Gravesham to be proud of’ and is based on three core
objectives:

The strategy will support the aims and objectives
of the council’s Corporate Plan 2019-2023.

Communication and
engagement will be two-way,
with channels freely and easily
available for our community
to engage with us, recognising
that there are sections of
all communities that do not
have access to, or a desire
to use, digital channels.
Above all, this communications and
engagement strategy will build a strong
and trusted brand for the council.

Communications Strategy 2020-23

where residents can call a safe, clean and
attractive Borough their home;

Place: Delivering a dynamic Borough, defined

by a vibrant and productive local economy, taking
advantage of growth in the area and supported by
its strong and active community.
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We will communicate clearly, openly, accurately, regularly
and at appropriate times with residents, business
and our partners, and throughout the council.
Our communications will recognise the diverse nature
of the Borough’s communities and will promote and
support a culture of inclusion and cohesion.

People: Delivering a proud community,

Progress: Delivering an entrepreneurial authority,

commercial in outlook and committed to continuous
service improvement, underpinned by a skilled
workforce and strong governance environment.

All proactive council communications activity for the period of the
local plan will relate directly to one of these.
Above all, this Communications Strategy will be clearly linked to the
promotion of one or more of the core objectives, and will therefore
support the Corporate Plan.

Delivering a Gravesham to be proud of
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AN EVER-CHANGING
EXTERNAL ENVIRONMENT
The impact of COVID-19 on the council and the community it supports is still to be fully
understood and the recovery from the pandemic will shape much of our communications work
during the period of the Corporate Plan.
As with all local authorities, before COVID-19, Gravesham was emerging from a period of austerity
where the focus has been on financial prudence and the resulting pressures on frontline services.

While some will have had an understanding of the twin challenges the council has faced, others
will not and will see the authority in a bad light.
COVID-19 apart, the future remains challenging with the uncertainty surrounding the
implications of Brexit coupled with continued reductions in central Government funding
requiring the council to adopt a more commercial approach to its operations.
The council must also comply with central Government policies such as meeting targets
for the number of new homes in the Borough, which will necessitate open and honest
consultations with local people.
All this is set against a backdrop of a proliferation of media channels, social media
networks and other methods that local people and businesses can use to get local
news, voice their opinion and influence others, both positively and negatively.
The Communications Strategy must recognise the fast-changing environment in
which the council operates and allow for flexibility in messaging and the choice of
channels used to engage with our audiences.
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The day-to-day impacts of those pressures will not have gone unnoticed by the people we
represent and work for.

EMERGING OPPORTUNITIES
AND CHALLENGES
Gravesham lies within an area of growth and opportunity.
Pre-COVID-19 the economy of the south east was one of the best performing in the UK.
The Borough falls within the Thames Gateway where central Government has pledged to support the
creation 1.3 million jobs and one million new homes in north Kent, South Essex and East London by
2050.

Nationally significant infrastructure projects such as the Lower Thames Crossing and
London Resort will present opportunities as well as challenges.
Through working in partnership with the agencies and developers delivering these
and other projects, this Communications Strategy will ensure our local residents
and businesses are informed of progress every step of the way.
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Ambitious plans for the regeneration of Gravesend town centre are beginning to bear fruit
and will move ahead at pace over the period of the council’s Corporate Plan.

Through our communications, we will show how the council is working to achieve
the best outcomes for those who live and work in the Borough and to minimise
any negative impacts on their day-to-day lives.
Through engagement, we will ensure the voices of those we represent and work
for are heard when decisions are being made and while these and other projects
are being delivered.

Communications Strategy 2020-23
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COMMUNICATIONS STRATEGY
Our external communications and
engagement activities will be:
two-way – both informing and listening

•

relevant and appropriate for target
audiences

•

cost-effective

•

easily understood by all

•

consistent and timely

•

honest, open and accountable

build and
maintain a strong
and trusted brand
for the council

raise the
profile of
Gravesham
within Kent
and beyond

promote council
services to
maximise access
to them

08
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increase
awareness and
understanding
about the
council’s work to
deliver a
Gravesham to be
proud of

promote
respect and
trust between
the council
and its
communities

develop and
promote
opportunities
for residents,
community
groups and other
stakeholders to
engage with
the council

maintain two-way
communication
with our audiences
and ensure
feedback
is fed into service
planning and
delivery
reach all sections
of the community

maintain and
improve customer
satisfaction levels
with the council

address negative
or potentially
damaging
information
about services
and protect
the council’s
reputation

support
Councillors in their
role as elected
representatives of
our residents and
businesses and as
community leaders

involve residents,
community
groups and other
stakeholders in
research, policy
development and
decision-making.

Delivering a Gravesham to be proud of
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•

Our objectives are to:

A strong internal communications strategy ensures officers are well informed
and supported, helping them deliver their objectives.

•

Enable and support members and
staff in maintaining a strong trusted
brand for the council

•

ensure that our workforce is involved,
informed and engaged so that they
can represent and champion the
council in the community

Internal communication takes many forms, from email newsletters and
bulletins to all staff, posts on the council’s intranet, to more formal cascading
of information via team briefings, annual appraisals, regular one-to-ones with
managers and informal conversations within and between teams and through
trade union representatives.

•

promote and uphold the council’s
reputation

Some but not all of these routes will be driven by
the communications team.
However, the Communications Manager is
available to advise on the most appropriate
method for communicating specific messages
and will work with colleagues to ensure our
internal communications are reaching all staff in
a timely and efficient manner.
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Our internal communications will:

We recognise that some colleagues have limited
access to digital channels during their working
day and alternative methods of communication
need to be employed.
Staff feedback will be encouraged at all times
and our response to that feedback will be
communicated clearly and promptly.
How we communicate with colleagues will be
regularly reviewed, including seeking the views of
staff on how we can best keep them informed.

Communications Strategy 2020-23
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HOW WE COMMUNICATE AND ENGAGE

Our audiences can be defined as:

10

•

Residents

•

Businesses

•

Members

•

Staff

•

Visitors

•

Local, regional and national media

•

Partners

•

Peers

•

Stakeholders

Communications Strategy 2020-23

Local media

Regional and national media

The council recognises the role the local
media plays in holding us to account on
behalf of residents and businesses. As a
public body, it is right that we are open to
scrutiny in this way.

Regional and national titles, including
sector press, will be targeted to help raise
the profile of the council, its successes
and initiatives among our peers and
influencers. The communications team
will work to build relationships with
relevant titles and journalists to identify
opportunities to contribute to articles and
features where relevant to the council’s
strategic objectives contained in its
Corporate Plan.

We will work to nurture a positive and open
relationship with our local media, responding
promptly to requests for information and
comments and proactively issuing press
releases and offering briefings detailing
council activity and policy decisions.

Delivering a Gravesham to be proud of
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The council communicates with
its various audiences through
a variety of channels, from
telephone call handlers, via the
internet and webchat, through
social media and via the media,
and through its own publication,
Your Borough.

Your Borough
Your Borough is the council’s own publication,
distributed quarterly to all households and
businesses within the Borough.
It provides the opportunity to talk directly to
these audiences and to deliver our messages
in friendly and easy to understand language.

•

is lawful

•

is cost effective

•

is objective

•

is even-handed

•

is appropriate

•

has regard to equality and diversity

•

is issued with care during periods of
heightened sensitivity.

Communications Strategy 2020-23

This last principle, to ensure special care
is taken during periods of heightened
sensitivity, is of particular relevance during
pre-election periods.
Paid-for advertising must comply with
the Advertising Standards Authority’s
Advertising Codes.
While Your Borough
will remain our
principal method
of communicating
with and inviting
feedback from
our residents and
businesses without
access to digital
and social media
platforms, we
will continually
investigate other
methods of
carrying out such
dialogue.

Our digital platforms provide the ability
to communicate directly with and listen
to and interact with our audiences.
We will continually review and evolve
our digital offering, taking note of
relevant technological developments
and employing them where appropriate.
We will develop new platforms, such
as our bespoke council news website
news.gravesham.gov.uk, to enable us
to keep our residents and businesses
both fully informed of council activities
and policies, able to respond easily
to consultations and carry out
transactions with the council.
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The editorial and advertising content of Your
Borough will at all times comply with the
Government’s Code of Recommended Practice
on Local Authority Publicity, published in 2011.
The Code is based around seven principles to
ensure that all communications activity:

Digital

We will encourage feedback from our
audiences on the accessibility and
effectiveness of our digital platforms
and seek to make improvements in
delivery where the need for this is
identified.

Delivering a Gravesham to be proud of
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WHO COMMUNICATES
Social media

We are committed to continually
reviewing existing and emerging social
media channels to ensure we are using
the those most likely to help us reach
the widest possible audience.
A full Social Media Policy is attached as
an appendix to this Communications
Strategy.

12
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While the majority of all formal communications
and consultations will be carried out either by or
through close liaison with the Communications
Team, there are social media accounts associated
with the council - for example those promoting
The Woodville, Gravesend Borough Market and
Visit Gravesend – for which the administrators
are not members of the communications team.
Administrators of these accounts are responsible
for ensuring the accounts adhere to the Social
Media Policy and reflect the core objectives of
the council as set out in the Corporate Plan.
All council members and officers should
be aware that they communicate with
elements of our audiences either formally or
informally during the course of their work.

Delivering a Gravesham to be proud of
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We recognise the importance of
social media in communicating with
our audiences, along with the risks it
presents to the reputation of the council
through its ability to spread bad news
stories rapidly and widely and in the
way it allows individuals and groups
to comment critically on the council’s
activities.

The Communications Manager and
Communications team ensure the strategy
is tied to the council’s Corporate Plan.

Crisis communications

Reviewing

Campaigns and consultations are a key part of
the council’s Communications Strategy, and as
such the Communications Manager should be
consulted during their planning and involved in
their execution.

A Crisis Communications plan is included
as an appendix to this Communications
Strategy.

Media coverage and social media
interaction will be monitored, reviewed
and reported to Directors and the
Leadership group to ensure the
Communications Strategy is succeeding
in promoting the Core Objectives as
set out in the Corporate Plan and
that negative coverage is managed
appropriately.

With the aim of campaigns and consultations
being to inform and listen to our audiences,
the language used should be simple, plain and
easily understandable, avoiding jargon and
with any necessary technical terms clearly
explained.
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Campaigns and consultations

Audiences for each campaign and consultation
should be clearly defined and the appropriate
channels to reach them and to receive their
feedback identified. Our consultations will be
open and accessible to all.
Start and end dates for each campaign or
consultation should be agreed in advance and
adhered to.
The Communications Manager will manage the
prioritisation and programmes with the aim of
minimising overlaps between projects.

Communications Strategy 2020-23

Delivering a Gravesham to be proud of

13

ENGAGEMENT
Gravesham Borough Council is a listening authority, committed to engaging fully with our varied communities,
encouraging feedback and ensuring communication is two-way.
We must have clear strategies and policies to allow us to deliver services that meet the needs of our local communities
while making the best use of resources. Agreeing these strategies and policies is the responsibility of our elected
representatives.

Our engagement will inform, consult, involve and support our communities, and give them the confidence and ability to
build their skills and achieve the outcomes they desire.
We will ensure the views of all parts of the Borough are listened to, including minority communities, older residents
and our young people. To do this, we will support the work of the Gravesham Youth Council, The Gr@nd, the 50+
Forum and Age UK and other organisations and partners.
We will adopt an open door policy to suggestions from the community while understanding that not everything
will be within the gift of the council to deliver, nor may we have the resources to deliver on all suggestions.
Our elected representatives have an important role to play in helping people understand the democratic
process (how we elect representatives and influence how the council makes decisions) and helping communities
to make use of the opportunities available to them.
Likewise, the council will use the channels open to it to communicate decisions being made, report on how it is achieving
its objectives and inform our audiences of the options open to them in participating in those decision making processes.
Our engagement will help break down barriers between our communities and the council and help us work in partnership
with them, giving them a greater role in designing and delivering local services and policies.

14
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Making sure that we can be held accountable for our decisions is important in strengthening people’s trust in the way we
make decisions, and in encouraging more of the public to take part in influencing the decisions. To achieve this, we need
to manage our decision-making processes effectively and be transparent in what we do, and make sure those who make
our decisions are accessible.

Engaging with our communities

Local involvement in events, fundraising
initiatives and through volunteering can help
bring communities together, foster a spirit of
integration and help build a Borough people
are proud to call home.
The council will support the community
through appropriate initiatives, for example
the Street Champions programme and the
Gravesham Community Awards.
The council is committed to supporting
community cohesion through a year-round
programme of events and celebrations of
dates important to our various communities.
Local businesses play an important role in
both the economic and community wellbeing of the Borough. We will encourage

Communications Strategy 2020-23

business engagement with the council
through the work of our economic
development team and its programme
of business networking events and
promotions, and the day-to-day work
of the Town Centre Manager.

The council supports the work of both the
Gravesham 50+ Forum and Age UK North
West Kent.
The Gravesham 50+ Forum has 400
members and meets four times a year at
The Woodville. It is a network, a forum and
a platform for persons 50 years of age
and over living in the Gravesham area,
raising the needs, values and interests of its
membership and speaking up about social,
economic and community matters affecting
them.
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Gravesham is home to a diverse demographic
of communities. To engage effectively with all
sections of our community we will undertake
research – for example the 2020 Origins
Cohesion Atlas survey – to understand how the
local population is changing, how successfully
communities are integrating and anticipate
changing demands on services.

Engaging with older generations

Age UK North West Kent supports older
people to live independently, access
appropriate services and enrich their lives.
The council will identify suitable
opportunities to engage with members
and clients of both organisations through
presentations and publicity material relating
to campaigns relevant to the audience.
We will use the communications channels
open to us to report on the work of the
council towards meeting its commitments to
residents.

Delivering a Gravesham to be proud of
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Engaging with younger people
The Youth Council will operate from the Civic Centre and in collaboration with
the youth democratic structures at the other levels of youth democracy such as
the Kent Youth County Council (KYCC) and the UK Youth Parliament (UKYP).
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The council works continually to ensure links with schools, youth groups and
voluntary section youth organisations are enhanced and strengthened so that
the young people from all walks of life start buying into their local community
because they have a say and a stake in it.
Young people’s voices on decisions that affect them are a ‘golden thread’
throughout council policy making.
The council is working to build active citizens and believes this should start
from a younger age than 18.
The council also supports the The Gr@nd which works to improve the wellbeing,
health and happiness of the community, but particularly young people.
Both organisations provide a direct route for the council to engage with our
younger residents.
In line with the Communications Strategy and Social Media Policy, the
council will regularly review new and emerging social media channels
to assess their suitability and effectiveness for communicating and
engaging with all audiences, but particularly younger generations.

16
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FUTURE-PROOFING
This Communications Strategy is a living document and will be updated to
reflect changing priorities or requirements.
The Communications Strategy and its appendices will be regularly
reviewed to ensure it fully supports council operations and objectives and
that emerging communications channels are identified, evaluated and
adopted where deemed appropriate.
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The Communications Manager will work with the digital
team to ensure digital channels and best practice are
regularly reviewed.
This strategy will be updated following the
adoption of future Corporate Plans to align with
the objectives set out in those future documents.

Evaluation
Measuring success is key to being able
to refine and approve our approach to
communications and to act strategically.
Reports on progress to meeting agreed
KPIs will be shared with Management
Team regularly.

Communications Strategy 2020-23
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1. INTRODUCTION

01

INTRODUCTION

Gravesham Borough Council strives to be an open and honest organisation. Our Communications Strategy commits us to actively engaging with
our residents, businesses, visitors and partners.
We are a listening council that acknowledges many of our stakeholders use social media channels as an important source of information and
method of communication.
For the purposes of this policy social media is defined as a web-based service that allows individuals and/or businesses to construct a public or
semi-public profile and will often have some, or all, of the following characteristics;
the ability to show a list of other users with whom they share a connection known as “friends” or “followers”,

•

the ability to view and browse their list of connections and those made by others within the system, and/or

•

hosting capabilities allowing users to post audio, photographs and/or video content that is viewable by others

This policy is intended to provide clear guidance regarding the acceptable use of electronic communications and social media both within and
outside of work.
The policy covers you if you are one of our employees.
Councillors should consult the Local Government Association’s social media best practice guidelines and refer to our own code of conduct
document.
Social media can support council business and the services we provide through proactive messages about our services or activities; dealing with
queries, complaints or comments; uploading audio and video material or professional/peer networking.

04
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•

02

UNDERSTANDING THE
RISKS OF SOCIAL MEDIA

Exceptional care should be taken when using any social media tools.
Most social media sites work on the principle of ‘broadcast-by-default’, which means it is not
always possible to control who may, or may not, see the content. Even where such sites allow
users to set up privacy settings and to block unwanted contacts, the content published may be
broadcast beyond a controlled audience.

Clear legal precedents have been set whereby the misuse of social media can result in both civil
and criminal action. Users of digital communication channels need to have due regard for such
consequences.
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The terms and conditions of such sites give powers and, in many cases, ownership of the
published content to the social media site itself, and not to the originator.

The Data Protection Act applies to the use of digital communications. Whether using social media
for work or personal purposes, you are advised to follow the principles of this act when referring
to any other living individual. Failure to do so could lead to enforcement action and potential civil
or criminal action against the council and/or against the individual responsible.
As a council employee, you should think carefully before posting political messages or material.
Consider including a disclaimer in your profile stating that all views expressed are your own and
not necessarily those of your employer.

Social Media Policy 2020-23
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03

ACCEPTABLE USE AND MONITORING
SOCIAL MEDIA
When using social media, employees should pay particular attention to professional requirements.
You should be aware that any use of social media which could be deemed a breach of the council’s
policies, could bring the reputation of the council into disrepute, or demonstrate a failure to
adhere to expected professional standards, could be subject to investigation in the same way
that similar action would be in other circumstances, for example, verbally in the workplace, on the
phone or in public.

•

We cannot control or secure the potential audience

•

We cannot ensure ownership of this data remains with the council

•

We must comply with laws which state all data must be held on servers in ‘approved
locations’ (we cannot do so for social media providers)

•

We must comply with relevant laws before sharing data with partners

•

We have a duty of care to the data ‘subject’.

We reserve the right to monitor and maintain audit trails of electronic communications (including,
but not limited to, content on social media sites, or other digital communication channels and/or
email sent using the council’s email system).
We do not monitor use of electronic communications or social media set up by individuals and not
in the name of Gravesham Borough Council. However, where items are published electronically
referring to the council, our business, activities or services, or to named employees in their council
role, we may respond where it is brought to our attention.
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No data about individuals or organisations collected for the council’s business use should be
published or distributed via social media because:

04

OFFICIAL
COMMUNICATIONS

Our policies and procedures for official
communications, and for issuing media statements,
apply equally to digital communications and
social media. Only those with delegated authority
to issue such statements should use electronic
communications and social media to do so.
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Official public statements or posts intended as a news
release or in response to an enquiry from the media
will only be issued through the communications team.
Official communications prepared in advance, with an
embargo set, must not be published using a digital or
social media channel before the embargo date and
time.
It is also important we continue to have effective
internal communications which allow us to share
information with staff and others on a basis of
trust and in confidence. No content published or
distributed as an internal communication or as a
communication with or between trusted partner(s),
may be copied or republished via a digital or social
media channel without prior authorisation.
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05

SOCIAL MEDIA
FOR WORK USE

We allow and encourage the use of social media and digital channels of
communication for business purposes as defined in this policy.
Examples may include:
To engage residents (or other stakeholders) who prefer to use
social media

•

To engage partner organisations who use social media

•

To participate in peer and professional body networks

•

To access business-related content posted or published via social
media.

Our Corporate Plan 2019-23 commits us to building a strong and
trusted brand. We have a duty to protect ourselves and our reputation
and want to use social media in a way that is consistent with our overall
Communications Strategy.

08
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•

The use of such sites will be monitored and passwords must be shared
with the communications team.

If you want to set up a new social media or digital channel(s), you
need to clearly justify the need to do this and gain approval from the
communications team after consultation with your line manager.
Final approval for new social media or digital channels must be sought
and received from the Leader of the Council.

Social media accounts should make it clear in the description that they
are provided by Gravesham Borough Council. An official logo must
be used as the profile image for service-led accounts unless agreed
otherwise with the communications team.

The communications team will provide advice on what is required and
how the site(s) should be branded.

You should not use a separate social media site for content that
could (and should) be published on our corporate Twitter, Facebook,
Instagram or Linkedin sites or the council website.

Social Media Policy 2020-23

Delivering a Gravesham to be proud of

06
The communications team will continually review new and emerging
social media channels to assess their suitability for council use and
the audiences they reach.
If you wish to extend the reach of relevant content, it should be
published on the council website first, before a link to the material is
posted to social media.

Officers represent the council when posting to
social media or digital platforms. Any content
you publish or post (and any material you access)
must be relevant to your role at the council and
could be understood to be made on behalf of the
council.
In the same way that you are responsible for
your actions by email, on the telephone or when
wearing your council ID badge or uniform, you
are entirely responsible for your actions, views,
opinions and any published comments on social
media.

Social Media Policy 2020-23

We do not block access to social media sites at work but
restrict access to sites whose purpose or content are not
consistent with our values and policies.
Personal use of social media sites is only permitted in your
own time.
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If you are signing up to any social media facility
for work use, you should use your council email
address and give your job title. Our customers
and others have a right to transparency and
openness.

USE OF
SOCIAL
MEDIA AT
WORK

If you are suspected of using social media for personal use
during working time, just as carrying out other personal
activities in work time, you may be subject to investigation
and potential disciplinary action.
Your use of social media and other
electronic communications, whether for
work or personal use, must be consistent
with the standards of behaviour expected by
the council at all times, and must be legal.
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07

ACCEPTABLE USE OF SOCIAL MEDIA
BY CUSTOMERS AND RESIDENTS

We recognise that social media has
an important role to play in how we
communicate with, engage and promote
dialogue with our residents.

We acknowledge that everyone has a
right to free speech. This is enshrined in
law. But a right to free speech must be
balanced with UK laws covering matters
such as libel and defamation, contempt of
court, harassment, the Communications
Act, Computer Misuse Act and what is
generally acceptable.
As a council, we also have a duty of care
towards our employees and councillors.

10
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•

We know that there will be times when
people will be unhappy with what the
council does (or doesn’t do) or the decisions
it takes. Criticism is a fact of life and we
know organisations like ours are in the
public spotlight.

Use sexist, racist or other unacceptable
language/swear words which are
intended to cause concern/harm

•

Are defamatory or libellous

•

May be in contempt of court

•

Break any other law (such as hate crime)

•

Are spam

•

Contain inappropriate material
(photographs or video)

•

Incite someone/people to break the law.

While we have no intention of stifling
discussion about us as an organisation, we
do draw the line at posts or messages on
whatever channel or social media site that
cross the line in terms of acceptability.
This includes targeting named members of
staff with direct, unacceptable, criticism.
We will reserve the right to take action in
relation to social media posts or messages
which:
•

Are abusive

•

Are harassing

•

Are threatening

Delivering a Gravesham to be proud of
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For some people, sites such as Twitter
and Facebook are their preferred method
of interacting with the council. We are
pleased to be able to offer this method
for people to get in touch, to ask us
questions, report issues and to seek our
help or support.

7.1 What is and isn’t acceptable

7.2 How we will deal with unacceptable behaviour
In the first instance, the communications team will issue a written warning to
the author in private via a direct message, or email if appropriate, and any
inappropriate material will be removed immediately from the council’s social
media feeds.
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If unacceptable behaviour continues, the council will consider blocking users
from interacting with the council’s feeds. A decision to block a user will be made
by the Communications Manager in consultation with the Chief Executive.
If a block is imposed, the Chief Executive will write to the person concerned,
explaining the reasons and setting out the terms of when the council will review
the block. The Chief Executive will use their discretion and a decision whether to
continue blocking a user will be made on a regular basis.
We may also report unacceptable behaviour to the police where the behaviour
amounts to abuse or harassment or a criminal offence is suspected.
All decisions on these matters will be made by the Chief Executive in
consultation the Communications Manager.
The communications team will, where appropriate, make the relevant social
media channel aware of unacceptable posts and/or material relating to the
council as a body or its members or officers, and request action is taken.
The council reserves the right to take whatever legal action may be
necessary in the case of libellous or defamatory posts/messages.

Social Media Policy 2020-23
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08

RESPONDING TO SOCIAL MEDIA
MESSAGES

There are instances where our residents
and other stakeholders seek to make the
council aware of issues or comment on
council press releases or announcements
via social media.

8.2 Open comments

Where a comment is received via a social
media channel’s direct messaging facility,
the sender deserves a prompt and
informed response, just as they would if
they were to directly email an officer of
the council.

Social media by its nature encourages
conversation and debate in an open
forum. As a public body, the council will
inevitably be subject to criticism – some
of it justified, some of it not – in such
forums.

Where a social media network (e.g
Facebook) provides the facility for an
automatic response to direct messages, it
should be used to make correspondents
aware that the platform is not monitored
24/7 but that they can expect a response
in due course.

There is a danger to the council’s
reputation and brand in being drawn
into such open debates. There is a case
to be made that these are arguments
that cannot be won and are conducted
in open view of our residents, businesses,
partners and stakeholders.

If those monitoring direct messages
need to consult with colleagues to
inform a response, a short holding reply
acknowledging receipt of the comment/
query and that further information is
being sought should be sent.

As such, open comments on social
media posts relating to the council will
be monitored by the communications
team to ensure they do not fall into the
category of unacceptable material as
defined in section 8.1 of this policy. If
necessary, the communications team
will take the necessary action detailed in
section 8.2 of this policy.

The information requested, or the
council’s response to a complaint or
query, should be supplied in a prompt
and courteous manner and confirmation
sought from the correspondent that they
consider the matter closed.

12
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8.1 Direct messages

09

USE OF SOCIAL MEDIA IN
INVESTIGATIONS

This section of the Social Media Policy sets out how the council
may use social media when conducting investigations into alleged
offences or in the discharge of other duties performed by the council.
This includes but is not limited to fraud investigations, alleged
breaches of the council’s Code of Conduct for employees and
proactive reviews in relation to Revenues and Benefits.

•

the Human Rights Act 1998 (HRA)

•

the Data Protection Legislation (the Data Protection Act 2018
(DPA)

•

•

General Data Protection Regulation (GDPR) as amended,
replaced or superseded from time to time. This definition
includes any national implementing laws, regulations and
secondary legislation, as amended or updated from time to
time, in the UK and then any successor legislation to the GDPR
or the DPA, and all guidance, standards and codes of practice
published by the Information Commissioner’s Office, or any
replacement body, which relate to data protection); and
the Regulation of Investigatory Powers Act 2000 (RIPA) together
with the published codes of practice from the Home Office,
Investigatory Powers Commissioner’s Office (IPCO), formerly the
Office of Surveillance Commissioners (OSC), and the Information
Commissioner’s Office.
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Use of social media in investigations refers to any instance
where an officer accesses social media as described to formally
or informally gather evidence for any kind of investigation.
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The aim is to ensure that information gathering, investigations or
surveillance involving the use of social media are conducted lawfully
and correctly in accordance with an individual’s human rights and
with due consideration of relevant legislation including:

Some current examples of the most popular forms of social
media, and therefore the most likely to be of use when
conducting investigations, include:
•

Facebook

•

Twitter

•

Instagram

•

LinkedIn

•

YouTube.
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9.1 Privacy Settings
contacting the individual through any form of instant messaging or
chat function requesting access or information;

•

asking family, friends, colleagues or any other third party to gain
access on their behalf, or otherwise using the social media accounts
of such people to gain access; and /or

Whilst it is the responsibility of an individual to set privacy settings to
protect unsolicited access to private information, and even though
data may be deemed published and no longer under the control of the
author, it is unwise to regard it as “open source” or publicly available;
the author has a reasonable expectation of privacy if access controls
are applied.

•

using any other deceptive or misleading method

In some cases data may be deemed private communication still in
transmission (instant messages for example).

For example: Person A publicises on their private social media page
that they intend to throw a party, at which they will be selling alcohol
and providing other forms of licensable activities, despite not having a
licence from the council to do so. Person B, who “follows” Person A’s
social media page, re-publishes this information on their public social
media page.

Any officer using social media for investigation must not assume
that one service provider is the same as another or that the services
provided by a single provider are the same.

Council officers should not attempt to circumvent privacy settings
and view an individual’s information on multiple occasions unless
authorisation has been sought under RIPA.
Such attempts may include, but are not limited to;

14

•

sending “friend” or “follow” requests to the individual;

•

setting up or using bogus social media profiles in an attempt to gain
access to the individual’s private profile;

Social Media Policy 2020-23

By setting their profile to private, a user does not allow everyone
to access and use their content. This does not, however, extend to
instances where a third party takes it upon themselves to share
information which originated on a private profile on their own social
media profile.

The information on Person A’s profile cannot be used, however the
same information on Person B’s profile, can.
Where privacy settings are available but not applied the data may be
considered “open source” or publicly available (ie there is a reduced
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•

The fact that digital investigation is routine or easy to conduct does not
mean that relevant legislation should not be considered. Care must be
taken to understand how the social media website in question operates.

expectation of privacy). However, in some circumstances
privacy implications still apply. This is because the
intention when making such information available
was not for it to be used for a covert purpose such as
investigative activity. This is regardless of whether the
social media user has sought to protect such information
by restricting its access by activating privacy settings.

9.2 When the use of social media is allowed or not allowed
9.2.2 What is not allowed

•

Using different social media
platforms to gather information
that is publicly available

•

•

Using information posted on
a public profile without RIPA
Authorisation

•

Using social media for
surveillance with a RIPA
authorisation where the
investigation is unusual and/or
is likely to capture confidential
information and the risks to
privacy have been assessed
as being proportionate and
justified

Sending “friend” or “follow”
requests, set up a profile in an
attempt to gain access to the
individual’s private profile or
ask family, friends, colleagues
or any other third party to
gain access without a RIPA
Authorisation

•

Repeated and/or systematic
viewing of “open source”
content without a RIPA
authorisation

•

Making contact through
social media without a CHIS
authorisation

Multiple and systematic viewing of the information would
therefore require a RIPA authorisation.

Social Media Policy 2020-23
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9.2.1 What is allowed

15

9.3 Regulation of Investigatory Powers Act 2000 (RIPA)

9.4 General Considerations

This guidance should be read in conjunction with the council’s
Surveillance Policy and Guidance.

For those individuals/businesses who do have a public profile on social
media, data posted can be viewed, recorded and possibly used as
evidence e.g. photographs, video content, messages or status.

Repeat and/or regular viewing of publically available social media
sites as opposed to one-off viewing may constitute directed
surveillance and require authorisation under RIPA/other legislation.
A person’s social media profile should not, for example, be regularly
monitored without a RIPA authorisation.
You should not view the information/source more than twice within
a limited timeframe. If you feel further viewing is necessary for an
investigation you should refer to the council’s Surveillance Policy and
Guidance.
It is important to note that RIPA authorisations have to pass a
serious crime threshold, ie there must be an offence which is being
capable of being punished by imprisonment of six months or more.
In the case of viewing material related to council officers,
authorisation should be sought under the council’s Covert
Monitoring of Employees Surveillance Policy.
Where an officer intends to engage with others online using a false
identity and establish/maintain a relationship without disclosing his
or her identity, a CHIS authorisation will be required.

16
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Only information that
is relevant to the
investigation at hand,
and goes some way
toward proving the
offence, issue or child
protection concern should
be gathered. Information
about third subjects
should be kept to a
minimum.
Note that the location
and identity of an officer
carrying out a search can
be easily traced and the
profiles can be flagged as
a ‘suggested friend’.
Officers should evaluate
findings objectively and
ensure that they are sure
of the source and can
rely on the information
obtained.
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RIPA issues do not normally arise at the start of any investigation
which involves accessing open source or publically available material
but what may begin as a lawful overt investigation can drift into
covert surveillance which falls into the legislation.

10
9.5 Record Keeping
Where evidence takes the form of any readable or observable content,
such as text, status updates or photographs, it is acceptable for this
to be copied directly from the site, or captured via a screenshot and
copied onto a relevant electronic system. If necessary audio or video
content can be captured.

REVIEW

This Policy will be reviewed regularly to ensure that
it remains current and compliant with relevant legal
requirements and best practice guidance.
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When capturing evidence from a public social media profile, steps
should be taken to ensure that all relevant aspects of that evidence
are recorded effectively. For example, the time, date and status update
should be visible on the screenshots.
When capturing evidence from a social media profile, steps should be
taken to minimise the risk of collecting third party personal or private
details alongside that of the person under investigation/suspected
offender’s, either before capturing the evidence, or subsequently
through redaction.
Where relevant records are obtained during the course of an
investigation they should not be destroyed but kept for as long as
they are needed. They should be retained in accordance with the
requirements of the Data Protection Legislation, the Freedom of
Information Act 2000, Criminal Procedures and Investigations Act 1996
(ie consider using the evidence obtained in a sensitive unused material
schedule) and any other legal requirements.
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CRISIS COMMUNICATIONS
STRATEGY

03

W H E N A N D H O W T O I N S T I G AT E
T H E C R I S I S C O M M U N I C AT I O N S
PROCEDURE

04-05

• Emergency contact details
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INTRODUCTION
The communications team is responsible for building and
protecting a strong and trusted brand for Gravesham Borough
Council.
The aim of this strategy is to provide a framework procedure
to protect the council’s brand in the face of developing
incidents that may cause harm and/or suffering to our
residents, businesses, visitors, colleagues, stakeholders or
partners.
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No two incidents requiring the instigation of this plan will
be the same. Responding to developing issues will require
flexibility, adaptability, and cooperation with elected members,
fellow officers and partner organisations.
By following the structure set out in this strategy, the
communications team will be able to effectively manage
the release of information into the public domain in such a
way that damage to the council’s brand and reputation is
minimised and trust in its elected members and officers is
maintained.

Communications Crisis Strategy 2020-23
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WHEN AND HOW TO INSTIGATE THE
CRISIS COMMUNICATIONS PROCEDURE
Incidents requiring the instigation of the council’s Crisis Communications procedure will be many,
varied and unpredictable.

Emergency contact details
Primary contact:

They could include, but are not limited to:

Communications Manager
Andy Rayfield
Secondary mobile: 07516 452905
Fire

Flood

Severe
weather

Home: 01732 873613

Cyber
attack

Secondary contact:
Senior Media and Sponsorship Officer
Sarah Knight
Mobile: 07876 393573

Public transport
accident

Public protest

Chemical or
industrial
incident

Essentially, any incident that presents a threat to the brand and reputation of Gravesham
Borough Council constitutes a possible reason to instigate the Crisis Communications
procedure.
This should be done by alerting the communications team using the contact details on the right.
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Primary mobile: 07909 933164

Cascading
Communications lead officer to alert
Chief Executive, Duty Director, Directors
and Council Leader to incident where
appropriate.
Directors to cascade to relevant officers
within directorate as appropriate.

The primary location for the coordination
of a Crisis Communications response
will be from the Communications Team’s
area on the fourth floor of the Civic
Centre.
In the event of access to the Civic Centre
being unavailable or restricted, the
secondary location will be Brookvale
Depot.
Consideration will also be given to the
communications lead officer operating
from home if the incident occurs
out-of-hours.

Communications Crisis Strategy 2020-23

Pre-prepared holding comments
Template holding comments are available
in the Crisis Communications folder on
the PRComms drive.
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Council Leader to cascade to relevant
Cabinet Member(s) and other Members as
appropriate.

Primary and alternative work
places

These have been approved for use
and are designed to provide a prompt
response to media inquiries, leaving time
for the communications lead officer to
work with officers to establish details of
any developing incident and draft fuller
responses where appropriate.
The communications lead officer is
responsible for updating the chosen
pre-prepared comment to make it
relevant to the reported incident and
issuing to media on request.
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MEDIA MANAGEMENT
All media inquiries and requests for interview are to be referred to the communications lead
officer.
Suitably updated pre-prepared holding comments to be issued on request and if appropriate.
Communications lead officer to log all inquiries and interview requests and responses given.

Communications lead officer to
prepare briefing for spokespeople
ahead of media interviews and
accompany them during interviews.
Communications lead officer
to liaise with Chief Executive,
Directors and Council Leader re
need for press conferences and
lead on organisation of these as
required.
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Where partner organisations are involved
in incident response, the communications
lead officer will work with those
organisations to establish which will lead
on communications and to coordinate
media and social media messaging.
Partner organisations could include, but
are not restricted to:
•

Kent Police

•

Kent Fire and Rescue Service

•

South East Coast Ambulance Service

•

Maritime and Coastguard Agency

•

RNLI

•

Port of London Authority

•

Tilbury Port Authority

•

Highways England

•

Southeastern

•

Arriva

•

UK Forces
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Communications lead officer
to draft subsequent detailed
statements and/or press releases,
approve via Chief Executive, the
appropriate Director, Leader of
the Council and/or appropriate
Cabinet member and issue to
media.

Liaison with partner organisations

Spokespeople

Social media protocols

The communications lead officer will
identify relevant spokesperson/people in
consultation with Chief Executive and/or
appropriate Director, and Council Leader.

At all times officers responsible for posts to council social media channels should
be aware that media and the public will be monitoring those channels for news and
information relating to ongoing incidents. For that reason, posts to those channels
will be restricted to those comments, statements and releases as approved and
issued to media.

Communications lead officer to hold
debrief with spokesperson/people
immediately following media interviews.

Details of the developing incident and subsequent updates will also be shared via
our www.gravesham.gov.uk and news.gravesham.gov.uk websites, with social media
messaging providing links to the relevant page on both sites.
Direct messages and queries to council accounts will be answered where possible
and by referring to approved council media comments, statements and releases.
Information received that is relevant to the council’s response to the incident in
question should be forwarded immediately to the relevant officer.

Page 51

Communications lead officer to provide
nominated spokesperson/people with
full briefing, details of statements and
releases issued to media, bullet points
summarising events as known, and
updates of developing situations.

As the incident develops,
social media channels will
carry approved council media
comments, statements and
releases and should adopt a
reassuring tone.
Once the incident is confirmed as
at an end, a final update should
be shared promptly via all social
media channels that have been
carrying updates.

Communications Crisis Strategy 2020-23
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Post incident
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The Communications Manager, Leader
of the Council, Chief Executive, relevant
Cabinet Portfolio holder, relevant
Directors and officers will take part
in a post incident debrief as soon as
is practical following the end of the
incident.
The debrief will cover the council’s
response to the incident, any
deficiencies identified in that response
and investigate measures to rectify
deficiencies.
Where necessary this Crisis
Communications plan will be updated
to address issues identified in the post
incident debrief.
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