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INTRODUCTION

Gravesham Borough Council strives to be an open and honest organisation. Our Communications Strategy commits us to actively engaging with
our residents, businesses, visitors and partners.
We are a listening council that acknowledges many of our stakeholders use social media channels as an important source of information and
method of communication.
For the purposes of this policy social media is defined as a web-based service that allows individuals and/or businesses to construct a public or
semi-public profile and will often have some, or all, of the following characteristics;
•

the ability to show a list of other users with whom they share a connection known as “friends” or “followers”,

•

the ability to view and browse their list of connections and those made by others within the system, and/or

•

hosting capabilities allowing users to post audio, photographs and/or video content that is viewable by others

This policy is intended to provide clear guidance regarding the acceptable use of electronic communications and social media both within and
outside of work.
The policy covers you if you are one of our employees.
Councillors should consult the Local Government Association’s social media best practice guidelines and refer to our own code of conduct
document.
Social media can support council business and the services we provide through proactive messages about our services or activities; dealing with
queries, complaints or comments; uploading audio and video material or professional/peer networking.
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UNDERSTANDING THE
RISKS OF SOCIAL MEDIA

Exceptional care should be taken when using any social media tools.
Most social media sites work on the principle of ‘broadcast-by-default’, which means it is not
always possible to control who may, or may not, see the content. Even where such sites allow
users to set up privacy settings and to block unwanted contacts, the content published may be
broadcast beyond a controlled audience.
The terms and conditions of such sites give powers and, in many cases, ownership of the
published content to the social media site itself, and not to the originator.
Clear legal precedents have been set whereby the misuse of social media can result in both civil
and criminal action. Users of digital communication channels need to have due regard for such
consequences.
The Data Protection Act applies to the use of digital communications. Whether using social media
for work or personal purposes, you are advised to follow the principles of this act when referring
to any other living individual. Failure to do so could lead to enforcement action and potential civil
or criminal action against the council and/or against the individual responsible.
As a council employee, you should think carefully before posting political messages or material.
Consider including a disclaimer in your profile stating that all views expressed are your own and
not necessarily those of your employer.
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ACCEPTABLE USE AND MONITORING
SOCIAL MEDIA
When using social media, employees should pay particular attention to professional requirements.
You should be aware that any use of social media which could be deemed a breach of the council’s
policies, could bring the reputation of the council into disrepute, or demonstrate a failure to
adhere to expected professional standards, could be subject to investigation in the same way
that similar action would be in other circumstances, for example, verbally in the workplace, on the
phone or in public.
No data about individuals or organisations collected for the council’s business use should be
published or distributed via social media because:
•

We cannot control or secure the potential audience

•

We cannot ensure ownership of this data remains with the council

•

We must comply with laws which state all data must be held on servers in ‘approved
locations’ (we cannot do so for social media providers)

•

We must comply with relevant laws before sharing data with partners

•

We have a duty of care to the data ‘subject’.

We reserve the right to monitor and maintain audit trails of electronic communications (including,
but not limited to, content on social media sites, or other digital communication channels and/or
email sent using the council’s email system).
We do not monitor use of electronic communications or social media set up by individuals and not
in the name of Gravesham Borough Council. However, where items are published electronically
referring to the council, our business, activities or services, or to named employees in their council
role, we may respond where it is brought to our attention.
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OFFICIAL
COMMUNICATIONS

Our policies and procedures for official
communications, and for issuing media statements,
apply equally to digital communications and
social media. Only those with delegated authority
to issue such statements should use electronic
communications and social media to do so.
Official public statements or posts intended as a news
release or in response to an enquiry from the media
will only be issued through the communications team.
Official communications prepared in advance, with an
embargo set, must not be published using a digital or
social media channel before the embargo date and
time.
It is also important we continue to have effective
internal communications which allow us to share
information with staff and others on a basis of
trust and in confidence. No content published or
distributed as an internal communication or as a
communication with or between trusted partner(s),
may be copied or republished via a digital or social
media channel without prior authorisation.
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SOCIAL MEDIA
FOR WORK USE

We allow and encourage the use of social media and digital channels of
communication for business purposes as defined in this policy.
Examples may include:
•

To engage residents (or other stakeholders) who prefer to use
social media

•

To engage partner organisations who use social media

•

To participate in peer and professional body networks

•

To access business-related content posted or published via social
media.

Our Corporate Plan 2019-23 commits us to building a strong and
trusted brand. We have a duty to protect ourselves and our reputation
and want to use social media in a way that is consistent with our overall
Communications Strategy.
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The use of such sites will be monitored and passwords must be shared
with the communications team.

If you want to set up a new social media or digital channel(s), you
need to clearly justify the need to do this and gain approval from the
communications team after consultation with your line manager.
Final approval for new social media or digital channels must be sought
and received from the Leader of the Council.

Social media accounts should make it clear in the description that they
are provided by Gravesham Borough Council. An official logo must
be used as the profile image for service-led accounts unless agreed
otherwise with the communications team.

The communications team will provide advice on what is required and
how the site(s) should be branded.

You should not use a separate social media site for content that
could (and should) be published on our corporate Twitter, Facebook,
Instagram or Linkedin sites or the council website.
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The communications team will continually review new and emerging
social media channels to assess their suitability for council use and
the audiences they reach.
If you wish to extend the reach of relevant content, it should be
published on the council website first, before a link to the material is
posted to social media.
If you are signing up to any social media facility
for work use, you should use your council email
address and give your job title. Our customers
and others have a right to transparency and
openness.
Officers represent the council when posting to
social media or digital platforms. Any content
you publish or post (and any material you access)
must be relevant to your role at the council and
could be understood to be made on behalf of the
council.
In the same way that you are responsible for
your actions by email, on the telephone or when
wearing your council ID badge or uniform, you
are entirely responsible for your actions, views,
opinions and any published comments on social
media.
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USE OF
SOCIAL
MEDIA AT
WORK

We do not block access to social media sites at work but
restrict access to sites whose purpose or content are not
consistent with our values and policies.
Personal use of social media sites is only permitted in your
own time.
If you are suspected of using social media for personal use
during working time, just as carrying out other personal
activities in work time, you may be subject to investigation
and potential disciplinary action.
Your use of social media and other
electronic communications, whether for
work or personal use, must be consistent
with the standards of behaviour expected by
the council at all times, and must be legal.
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ACCEPTABLE USE OF SOCIAL MEDIA
BY CUSTOMERS AND RESIDENTS

We recognise that social media has
an important role to play in how we
communicate with, engage and promote
dialogue with our residents.
For some people, sites such as Twitter
and Facebook are their preferred method
of interacting with the council. We are
pleased to be able to offer this method
for people to get in touch, to ask us
questions, report issues and to seek our
help or support.
We acknowledge that everyone has a
right to free speech. This is enshrined in
law. But a right to free speech must be
balanced with UK laws covering matters
such as libel and defamation, contempt of
court, harassment, the Communications
Act, Computer Misuse Act and what is
generally acceptable.
As a council, we also have a duty of care
towards our employees and councillors.
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7.1 What is and isn’t acceptable

•

We know that there will be times when
people will be unhappy with what the
council does (or doesn’t do) or the decisions
it takes. Criticism is a fact of life and we
know organisations like ours are in the
public spotlight.

Use sexist, racist or other unacceptable
language/swear words which are
intended to cause concern/harm

•

Are defamatory or libellous

•

May be in contempt of court

•

Break any other law (such as hate crime)

•

Are spam

•

Contain inappropriate material
(photographs or video)

•

Incite someone/people to break the law.

While we have no intention of stifling
discussion about us as an organisation, we
do draw the line at posts or messages on
whatever channel or social media site that
cross the line in terms of acceptability.
This includes targeting named members of
staff with direct, unacceptable, criticism.
We will reserve the right to take action in
relation to social media posts or messages
which:
•

Are abusive

•

Are harassing

•

Are threatening
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7.2 How we will deal with unacceptable behaviour
In the first instance, the communications team will issue a written warning to
the author in private via a direct message, or email if appropriate, and any
inappropriate material will be removed immediately from the council’s social
media feeds.
If unacceptable behaviour continues, the council will consider blocking users
from interacting with the council’s feeds. A decision to block a user will be made
by the Communications Manager in consultation with the Chief Executive.
If a block is imposed, the Chief Executive will write to the person concerned,
explaining the reasons and setting out the terms of when the council will review
the block. The Chief Executive will use their discretion and a decision whether to
continue blocking a user will be made on a regular basis.
We may also report unacceptable behaviour to the police where the behaviour
amounts to abuse or harassment or a criminal offence is suspected.
All decisions on these matters will be made by the Chief Executive in
consultation the Communications Manager.
The communications team will, where appropriate, make the relevant social
media channel aware of unacceptable posts and/or material relating to the
council as a body or its members or officers, and request action is taken.
The council reserves the right to take whatever legal action may be
necessary in the case of libellous or defamatory posts/messages.
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RESPONDING TO SOCIAL MEDIA
MESSAGES

There are instances where our residents
and other stakeholders seek to make the
council aware of issues or comment on
council press releases or announcements
via social media.

8.1 Direct messages

8.2 Open comments

Where a comment is received via a social
media channel’s direct messaging facility,
the sender deserves a prompt and
informed response, just as they would if
they were to directly email an officer of
the council.

Social media by its nature encourages
conversation and debate in an open
forum. As a public body, the council will
inevitably be subject to criticism – some
of it justified, some of it not – in such
forums.

Where a social media network (e.g
Facebook) provides the facility for an
automatic response to direct messages, it
should be used to make correspondents
aware that the platform is not monitored
24/7 but that they can expect a response
in due course.

There is a danger to the council’s
reputation and brand in being drawn
into such open debates. There is a case
to be made that these are arguments
that cannot be won and are conducted
in open view of our residents, businesses,
partners and stakeholders.

If those monitoring direct messages
need to consult with colleagues to
inform a response, a short holding reply
acknowledging receipt of the comment/
query and that further information is
being sought should be sent.

As such, open comments on social
media posts relating to the council will
be monitored by the communications
team to ensure they do not fall into the
category of unacceptable material as
defined in section 8.1 of this policy. If
necessary, the communications team
will take the necessary action detailed in
section 8.2 of this policy.

The information requested, or the
council’s response to a complaint or
query, should be supplied in a prompt
and courteous manner and confirmation
sought from the correspondent that they
consider the matter closed.
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USE OF SOCIAL MEDIA IN
INVESTIGATIONS

This section of the Social Media Policy sets out how the council
may use social media when conducting investigations into alleged
offences or in the discharge of other duties performed by the council.
This includes but is not limited to fraud investigations, alleged
breaches of the council’s Code of Conduct for employees and
proactive reviews in relation to Revenues and Benefits.
The aim is to ensure that information gathering, investigations or
surveillance involving the use of social media are conducted lawfully
and correctly in accordance with an individual’s human rights and
with due consideration of relevant legislation including:
•

the Human Rights Act 1998 (HRA)

•

the Data Protection Legislation (the Data Protection Act 2018
(DPA)

•

•

General Data Protection Regulation (GDPR) as amended,
replaced or superseded from time to time. This definition
includes any national implementing laws, regulations and
secondary legislation, as amended or updated from time to
time, in the UK and then any successor legislation to the GDPR
or the DPA, and all guidance, standards and codes of practice
published by the Information Commissioner’s Office, or any
replacement body, which relate to data protection); and
the Regulation of Investigatory Powers Act 2000 (RIPA) together
with the published codes of practice from the Home Office,
Investigatory Powers Commissioner’s Office (IPCO), formerly the
Office of Surveillance Commissioners (OSC), and the Information
Commissioner’s Office.
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Use of social media in investigations refers to any instance
where an officer accesses social media as described to formally
or informally gather evidence for any kind of investigation.
Some current examples of the most popular forms of social
media, and therefore the most likely to be of use when
conducting investigations, include:
•

Facebook

•

Twitter

•

Instagram

•

LinkedIn

•

YouTube.
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9.1 Privacy Settings
•

contacting the individual through any form of instant messaging or
chat function requesting access or information;

•

asking family, friends, colleagues or any other third party to gain
access on their behalf, or otherwise using the social media accounts
of such people to gain access; and /or

Whilst it is the responsibility of an individual to set privacy settings to
protect unsolicited access to private information, and even though
data may be deemed published and no longer under the control of the
author, it is unwise to regard it as “open source” or publicly available;
the author has a reasonable expectation of privacy if access controls
are applied.

•

using any other deceptive or misleading method

In some cases data may be deemed private communication still in
transmission (instant messages for example).

For example: Person A publicises on their private social media page
that they intend to throw a party, at which they will be selling alcohol
and providing other forms of licensable activities, despite not having a
licence from the council to do so. Person B, who “follows” Person A’s
social media page, re-publishes this information on their public social
media page.

The fact that digital investigation is routine or easy to conduct does not
mean that relevant legislation should not be considered. Care must be
taken to understand how the social media website in question operates.
Any officer using social media for investigation must not assume
that one service provider is the same as another or that the services
provided by a single provider are the same.

Council officers should not attempt to circumvent privacy settings
and view an individual’s information on multiple occasions unless
authorisation has been sought under RIPA.
Such attempts may include, but are not limited to;
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•

sending “friend” or “follow” requests to the individual;

•

setting up or using bogus social media profiles in an attempt to gain
access to the individual’s private profile;
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By setting their profile to private, a user does not allow everyone
to access and use their content. This does not, however, extend to
instances where a third party takes it upon themselves to share
information which originated on a private profile on their own social
media profile.

The information on Person A’s profile cannot be used, however the
same information on Person B’s profile, can.
Where privacy settings are available but not applied the data may be
considered “open source” or publicly available (ie there is a reduced
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expectation of privacy). However, in some circumstances
privacy implications still apply. This is because the
intention when making such information available
was not for it to be used for a covert purpose such as
investigative activity. This is regardless of whether the
social media user has sought to protect such information
by restricting its access by activating privacy settings.

9.2 When the use of social media is allowed or not allowed
9.2.1 What is allowed

9.2.2 What is not allowed

•

Using different social media
platforms to gather information
that is publicly available

•

•

Using information posted on
a public profile without RIPA
Authorisation

•

Using social media for
surveillance with a RIPA
authorisation where the
investigation is unusual and/or
is likely to capture confidential
information and the risks to
privacy have been assessed
as being proportionate and
justified

Sending “friend” or “follow”
requests, set up a profile in an
attempt to gain access to the
individual’s private profile or
ask family, friends, colleagues
or any other third party to
gain access without a RIPA
Authorisation

•

Repeated and/or systematic
viewing of “open source”
content without a RIPA
authorisation

•

Making contact through
social media without a CHIS
authorisation

Multiple and systematic viewing of the information would
therefore require a RIPA authorisation.
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9.3 Regulation of Investigatory Powers Act 2000 (RIPA)

9.4 General Considerations

This guidance should be read in conjunction with the council’s
Surveillance Policy and Guidance.

For those individuals/businesses who do have a public profile on social
media, data posted can be viewed, recorded and possibly used as
evidence e.g. photographs, video content, messages or status.

RIPA issues do not normally arise at the start of any investigation
which involves accessing open source or publically available material
but what may begin as a lawful overt investigation can drift into
covert surveillance which falls into the legislation.
Repeat and/or regular viewing of publically available social media
sites as opposed to one-off viewing may constitute directed
surveillance and require authorisation under RIPA/other legislation.
A person’s social media profile should not, for example, be regularly
monitored without a RIPA authorisation.
You should not view the information/source more than twice within
a limited timeframe. If you feel further viewing is necessary for an
investigation you should refer to the council’s Surveillance Policy and
Guidance.
It is important to note that RIPA authorisations have to pass a
serious crime threshold, ie there must be an offence which is being
capable of being punished by imprisonment of six months or more.
In the case of viewing material related to council officers,
authorisation should be sought under the council’s Covert
Monitoring of Employees Surveillance Policy.
Where an officer intends to engage with others online using a false
identity and establish/maintain a relationship without disclosing his
or her identity, a CHIS authorisation will be required.
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Only information that
is relevant to the
investigation at hand,
and goes some way
toward proving the
offence, issue or child
protection concern should
be gathered. Information
about third subjects
should be kept to a
minimum.
Note that the location
and identity of an officer
carrying out a search can
be easily traced and the
profiles can be flagged as
a ‘suggested friend’.
Officers should evaluate
findings objectively and
ensure that they are sure
of the source and can
rely on the information
obtained.
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9.5 Record Keeping
Where evidence takes the form of any readable or observable content,
such as text, status updates or photographs, it is acceptable for this
to be copied directly from the site, or captured via a screenshot and
copied onto a relevant electronic system. If necessary audio or video
content can be captured.

REVIEW

This Policy will be reviewed regularly to ensure that
it remains current and compliant with relevant legal
requirements and best practice guidance.

When capturing evidence from a public social media profile, steps
should be taken to ensure that all relevant aspects of that evidence
are recorded effectively. For example, the time, date and status update
should be visible on the screenshots.
When capturing evidence from a social media profile, steps should be
taken to minimise the risk of collecting third party personal or private
details alongside that of the person under investigation/suspected
offender’s, either before capturing the evidence, or subsequently
through redaction.
Where relevant records are obtained during the course of an
investigation they should not be destroyed but kept for as long as
they are needed. They should be retained in accordance with the
requirements of the Data Protection Legislation, the Freedom of
Information Act 2000, Criminal Procedures and Investigations Act 1996
(ie consider using the evidence obtained in a sensitive unused material
schedule) and any other legal requirements.
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